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Embedded characteristics
Cross-compilation
Event-driven
RTOS dependencies 7
Real time constraints
Low level HW dependencies
Limited tools support
Robustness

Low resource budget + 2

Limited user interface

150KLOC C

Legacy Code from 10+yrs
RTOS /w tasking

Modular multi-uC

Safety critical (property and
human)

Main Board
Renesas uC
2M Flash
2M RAM
20MHz







Problem statement:

“We can’t automate the testing of this”

Our Cycles

Unit Tests in Acceptance tests Automated tests
development  using simulation In target HW
environment

Short

Lenght of feedback cycle

Explorative Testing

Long

Adapted from James Grenning, Embedded Test Driven D

evelopment Cycle, 2004




Unit Test Build
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Test build is described in test file using keywords

#i ncl ude <unity. h>

#include "test/ nock/ code/ | oopdb/ Mockaddr al arminterface. h"
#include "code/utils/lists.h"

#i ncl ude <sonet hi ng. h>




Has worked:
CMock (be careful)

Small group workshops
Higher level tests (through pinch point)
Coaches as visitors

Webinars

Running tests on PC

Real
Implementation

Main();

IndicateAlarm();

DrawAlarmDisplay();

DrawTextLine();

DrawCharacter();

Dual Targeting

Simulation
Implementation

Main();

IndicateAlarm();

DrawAlarmDisplay();

»

DrawPixel();

DrawTextLine();

DrawTextLine();

v

display memory

DrawCharacter();

DrawPixel();

'

display memory

Windows GUI
Component




Dual Targeting

Main();
IndicateAlarm();
DrawAlarmDisplay();
DrawTextLine();
DrawCharacter();

SendTextLineTo
TestDriver();

DrawPixel();

'

fake
display memory

—» UpdateDisplay();
ConvertToBitmap();
DrawBitmap();

Windows GUI
Component

Dual Targeting

Real Environment Test Environment

HW AP

Simulation




Benefits of Simulation

Running in development environment

Fast build-run cycles

Better debugging environment

More portable code

Challenges in simulation

e The real-time
» Multi-tasking (OS)

 Distributed systems




Timing multiple executables

Executable A Executable B
for (;;) { for (;;) {
Run_A(); Run_B();
Win32.Sleep(1 ms); Win32.Sleep(5 ms);
} }

ldeal execution

Executable A r_eal Executable B
time

RunA, t=0 > O0ms
RunA, t=1 » 1ms
RunA, t=2 > 2ms
Run A, t=3 » 3ms
Run A, t=4 » 4ms

Run A, t=5 > 5ms
Run A, t=6 » 6ms

|J \J




Possible execution

Executable A r_eal Executable B
time
RunA, t=0 » Oms = Run B, t=0
RunA, t=1 » 10ms = Run B, t=5
RunA, t=2 > 20ms |« Run B, t=10
RunA, t=3 » 30ms = Run B, t=15
RunA, t=4 > 40ms = Run B, t=20
RunA, t=5 > 50ms = Run B, t=25
Run A, t=6 » 60ms |= Run B, t=30
|J \J

Another possible execution

Executable A r_eal Executable B
time
RunA, t=0 » 0Oms
RunA, t=1 » 10 ms
30 ms
40ms = Run B, t=10
50ms (= Run B, t=15
60 ms = Run B, t=20
|J \J
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Executable A

for () {

Simulation time

Executable B

for (;;) {

Run_A(); Run_B();
Simulation.Sleep(1 ms); Simulation.Sleep(5 ms);
}

1/’7& A
QSS@ 0,
4

Simulation
Time Controller

Test
Scripl

BOARD 1 (executable)

Application
under test

Test Driver
Written in
Python

HWI/IRQ Driver

for simulation Communication and

timing between boards
is simulated through

Reads/ | simulation controller
Writes w

Simulation
Controller

HWI/IRQ Driver
for simulation

Application
under test

(et
EX

BOARD 2 (executable)
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Stat | S | Step [108 <|[me ~] Scakefomr <] 120200 Reset
"]

Loop 01 addresses 184
Address 01.001 zone 0001

12345878

. enabled

/7 phase 6: ZOMESLOOP DISABLED & DAY MODE — disable ad: F'RE " syse input disablement by daymode and

| _PREALARM |} o 207 9 10 11 1213 14 15 %6
heat sensor SUBPANEL IN ALARM
fire alarms device output

|~ phase 7: ADDR DISABLED FROM MENU & with ZONEKLOOP & EXTINGUISHERACTVATED @ PLI4 = 1000 _ ER SILENCE
_ SMOKEVENTSACTVATED &
Q| sx.ence /Re souND

7/ phase 8: ADDR DISABLED with and by all sources -—ena

/7 phase 9% set day mode off. enable zonewsser
3

ble loop. ENABLED COMPLETELY wssx

to be killed...

Tested in Development
Environment?

Can: Cannot:
 High level functionality * Low level functionality

» Multi-tasking * Real concurrency

* Distributed systems » Compiler differences
« Communication of parts » CPU stress

« Communication stress
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R&D BuildServer

—>

Triggers

QA TestManager

1 x 32 port R§232

Simulated Sensors

TR

0o

Detection
Loop

Multifunction
Switch/Measure Unit
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Regression

User Experience
Load / Stress
Explorative

Continuous Integration

Monitors for feedback

4 i V\Corn"".

Daily (fast, smoke suite)

Nightly (full suite)

Target Binaries
Test reports

Compile for PC simulation|
Compile target binaries

Y Execute acceptance tests
Developer 1 P, = |
P ate — Execute unit tests
—Update—» —Uses—» BN Run test coverage
ot |
co™ = |
date
L a— P!
2 Version Control Server Build Scripts
Developer 2 SubVersion(SVN) Rakefile (Ruby Rake)

Backed Up

Continuous Integration Server
CruiseControl
Not Backed Up
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12 releases later...

Final System Test

From: 4 months/150 defects

Development

To: 1 week/0-5 defects

January May

Testing

_— >~~~ \

At some point

September

15



Survey results (+5 .. 0 .. -5)

+5 (Much better)

+4

+3

+2

Key Remaining Challenges

Acceptance tests in low level language
Adopt new design style for testability

Flaky tests
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N
Nightly build trend
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Test-Driven
Development in C

Building High Quality Embedded Saftware
James W, Grenning

o
ﬂtij:w e

Clean Code

A Handbook of Agile re Craftsmanship

it |

WORKING

EFFECTIVELY
WITH

LEGACY CODE

Michael C. Feathers
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Ice arrow: inya

Fire Brigade: 13dede

All @ stock.xchng
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